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Intercede

Copyright
© 2001-2018 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software
described in this document is furnished exclusively under a restricted license or
non-disclosure agreement. Copies of software supplied by Intercede Limited may not be
used resold or disclosed to third parties or used for any commercial purpose without
written authorization from Intercede Limited and will perpetually remain the property of
Intercede Limited. They may not be transferred to any computer without both a service
contract for the use of the software on that computer being in existence and written
authorization from Intercede Limited.

The software or web site referred to in this manual may utilize or contain material that is
© 1994-2000 DUNDAS SOFTWARE LTD., all rights reserved.

No part of this publication may be reproduced, stored in a retrieval system or
transmitted in any form or any means electronic or mechanical, including photocopying
and recording for any purpose other than the purchaser's personal use without the
written permission of Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to
ensure the accuracy of the information, the information contained in this manual is
delivered without warranty, either express or implied. Intercede Limited will not be held
liable for any damages caused, or alleged to be caused, either directly or indirectly by
this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other
brands and their products are trademarks or registered trademarks of their respective
holders and should be noted as such. All other trademarks acknowledged.
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Conventions Used in this Document

. Lists:

+  Numbered lists are used to show the steps involved in completing a task when
the order is important

+ Bulleted lists are used when the order is unimportant or to show alternatives

° Bold is used for menu items and for labels.
For example:
+  “Record a valid email address in ‘From’ email address”

+  Select Save from the File menu

e ltalic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  “Copy the file before starting the installation”

¢+ “See Issuing a Card for further information”

e Bold and italic are used to identify the titles of other documents.
For example: “See the Release Notes for further information.”

Unless otherwise explicitly stated, all referenced documentation is available on the
product CD.

e A fixed width fontis used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

e Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

e Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:  You must take a backup of your database before making any changes to it.

CIV Release Notes Page 3 of 6



Intercede

Contents
1 INErOUCHION e 5
11 (O gF= a0 oI 01153 o] oY 28T ESTRR R 5
1.2 (Do ol0] = a1 7= 1[0 ] s PSP URPR PRSP 5
1.3 IR 1 TS (=1 [ST= 1T 5
1.4 Previously in CIV-10.7.2000.1 .......coutaiiiiiiiiiee ettt e e e et e e e e e e bbbee e e e e e e e e nbaaeeeeaeesannnereeeaaaens 5
1.4.1  Support for CNG SigNiNg CErtifiCAIES........uviiiiiiiiiiiiie et 5
2 KINOWIN ISSUEBS ..oeiiiiiii ettt e e et e ettt e e e et eeeeat e e et ee e st e eeesan e eeranaeeestans 6

CIV Release Notes Page 4 of 6



Intercede

1 Introduction

A Personal Identity Verification (PI1V) card is a secure identity card issued by Federal
agencies in accordance with the specifications laid out in FIPS 201. A PIV-interoperable
(PIV-1) card is a non-Federal version of the same technology used by Federal
contractors to access Federal buildings and networks.

CIV is Commercial Identity Verification — it is a method of using the PIV-I technology,
specifications and data model without requiring cross-certification with Federal
agencies. In short, it is a way of using PIV cards for your own organization.

1.1 Change history

Version Description

IMP1739-01 First release.

IMP1739-02 Rebranding.

IMP1739-03 Updated for latest version.

IMP1739-04 Updated for latest version.

IMP1739-05 Documentation updated to use the latest templates.
1.2 Documentation

The following documents are provided with the MyID CIV module:
=  readme.html

The readme file provided with the patch contains information on pre-requisites and
the procedure for installing the CIV module.

] CIV Release Notes
This document.

Contains information about the current and previous versions of the CIV module
along with any known issues in this release.

= CIVIntegration Guide

Contains information about setting up your system to issue PIV cards as part of a
CIV system.

1.3 In this release
Release CIV-10.8.1000.1 contains no functional changes over release CIV-10.7.1000.1.

1.4 Previously in CIV-10.7.1000.1

1.4.1 Support for CNG signing certificates

In previous versions of MyID, the signing certificate used for PIV and CIV had to be
protected by CAPI (Cryptographic Service Provider). You can now use CNG (Key
Storage Provider) as an alternative.

For more information, see the Configure server signing certificates section in the CIV
Integration Guide.
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2 Known Issues

There are currently no known issues with the CIV module.
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